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1 Background 

1.1 Link between energy efficiency and energy security  

The key link between energy efficiency (EE) and energy security (ES) is through the impact of the 
energy efficiency policies on the energy system. Energy efficiency improvements reduce end-use 
demand for a specific fuel. In doing so, energy efficiency affects the fuel and technology mix of the 
region or country. End-use changes, i.e. changes at the end of the energy supply chain, affect the 
energy security impacts at all earlier stages of the chain back to international imports. Demand 
reduction leads to positive effects for all root causes of energy insecurity, with the exception of 
insufficient investment in new capacity (Ecofys, 2009).  

Figure 1: Short-term impact of EE on ES in electricity sector (DBERR, 2007) 

 
 

There can be a dynamic relationship between a change such as improved energy efficiency and 
the final equilibrium impact on energy security via the intermediary effects on demand, prices, 
new investment and spare capacity (Ecofys, 2009) Short-term improved efficiency may lead to an 
increase in spare existing capacity (temporarily improving energy security in cases such as 
available coverage of storage capacity), but act as a disincentive for investment in new or 
replacement capacity. However, over the longer term the price mechanism should act in a 
dynamic way to reach an equilibrium level, such that the overall impact of the energy efficiency 
policy on the energy system, in terms of insufficient investment, is neutral. In this particular case, 
if demand starts to rise again this will lead to increasing prices and investment in capacity (BERR, 
2007). 

1.2 Link between energy efficiency and power reliability, including avoided capacity costs 

There exist two primary types of “demand-side management” (DSM), with historically relatively 
different core objectives (York, Kushler & Witte, 2007, p. iii): 

- energy efficiency DSM programs which seek to reduce customer energy use (kWh) on a 
permanent basis through the installation of energy-efficient technologies; 
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- load management DSM programs, which seek to either curtail or shift demand (kW) form 
high cost, peak demand periods. 

Load management is related to “demand response” (DR) and “demand-side flexibility” (DSF). DR 
programs seek to reduce peak demands during times when reliability may be threatened or 
wholesale market prices are high (York & Kushler, 2005). DSF is defined as “… the capacity to 
change electricity usage by end-use customers (including residential) from their normal or current 
consumption” (CEER, 2014, p. 8).   

The potential benefits of DR and DSF include:  

- a decline in the (high marginal cost) generation of peak electricity, resulting in lower risks 
of power interruptions (i.e. improved power reliability) and the ability to avoid investments 
in peak generation units due to lower peak loads (Kim & Shcherbakova, 2011); 

- Increased power reliability leads to reduced (deferred or avoided) network (or grid rein-
forcement) investments; and a reduction of losses recovery costs (CEER, 2014, p. 15; 
Torrriti, Hassan & Leach, 2010, p. 1775); 

- The reduced need for peak generation units or peaking power plants may lead to signifi-
cant reductions in the off-peak electricity prices or tariffs (end user energy cost savings via 
lower energy bills for consumers) (CEER, 2014, p. 15; Torrriti, Hassan & Leach, 2010, p. 
1775); 

- Improved integration of intermittent renewable energy sources (RES) generation in the 
electricity system (i.e. increased flexibility to manage renewables intermittency) (CEER, 
2014, p. 15; Torrriti, Hassan & Leach, 2010, p. 1775); 

- Less greenhouse gas (GHG) emissions due to more non-programmable RES (wind, solar) 
and less peak units that have to ramp up (CEER, 2014, p. 15); 

- Improved long-term security of supply. Increased RES and adequate capacity to meet 
peak periods means a reduction of fossil fuel import dependency (CEER, 2014, p. 15);  

- Increased awareness of end-users of their level and pattern of power consumption, 
possibly leading to energy conservation (Kim & Shcherbakova, 2011). 

Reducing peak power demand (kilowatts [kW]) is not the same as saving energy (kilowatt-hours 
[kWh]), but there are overlaps between the two (York & Kushler, 2005). Most energy-efficient 
technologies also yield some peak demand (kW) savings, whereas reducing peak demands may 
also yield energy (kWh) savings.  

“Energy efficiency may reduce peak demand and, consequently, the need for investment in new 
generation, transmission, and distribution systems. This reduction in the need for new investment �also 
called “avoided capacity costs”�has value, and to estimate this value, it is necessary to estimate peak 
demand savings. Peak demand savings are typically expressed as the average energy savings during a 
system’s peak period” (NREL, 2013, p. 10-3).  

There is little research on how demand response or demand side flexibility affect energy use 
during off-peak periods (York & Kushler, 2005). “While the potential for energy savings from energy 
efficient appliances is relatively well understood, the impact of a widespread uptake of highly efficient 
appliances on the peak demand in distribution networks has not been previously quantified with 
sufficient detail …” (Bilton et al, 2014, p. 4). Quantifying peak demand impacts historically has not 
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been a high priority, for two reasons. Firstly, the primary focus has been on estimating the (kWh) 
savings, as energy efficiency produces a number of additional benefits that load management 
alone does not. Secondly, utility metering of end-user power demand or time-of-use is (still) not 
routine, particularly for residential and small commercial/industrial customers (York, Kushler & 
Witte, 2007).   

2 Scope of energy security 

2.1 Definition of energy security 

2.1.1 The many-faceted nature of energy security 

Colloquially, energy security is often portrayed as reduced dependence on imported energy, most 
notably oil (Böhringer & Keller, 2011). 

Several authors point out that the term “energy security” is not clearly defined. “The concept of 
‘security of energy supply’, or in short form ‘energy security’, seems to be rather blurred” (Löschel et al, 
2010, p. 1665). “[…] there is no common interpretation” (Checchi, Behrens & Egenhofer, 2009, p. 1) 
of energy security, the concept is “elusive” (Kruyt et al, 2009; Mitchell, 2002), or it is described as 
“slippery” and “polysemic” (Chester, 2010), referring to its tendency to incorporate multiple 
dimensions at the same time. “In contrast to other energy policy objectives, there is no obvious or 
universally accepted measure of supply security” (DBERR, 2007). Instead, there is “… a dizzying variety 
of fragmented and contradictory interpretations of energy security in scholarly and policy literature” 
[Cherp & Jewell, 2014, p. 420).    

“[…] energy security has thus become an umbrella term for many different policy goals” (Winzer, 2011, 
p. 2). The plethora of definitions may give way to cynicism. “There is one thing that has not changed 
since the early 1970s. If you cannot think of a reasoned rationale for some policy based on standard 
economic reasoning then argue that the policy is necessary to promote ‘energy security’” (Joskow, 2009, 
p. 11). 

Possible reasons for the lack of a universal definition include:  

- differences in how diverse stakeholders value the importance of different parameters (e.g.  
decentralisation of supply, energy intensity) (Mansson  et al, 2014) (Tziogas & Georgidas, 
2015); 

- national differences (is the country of the stakeholder resource-rich or a net importer?; is 
the emphasis of the country on market solutions or state involvement?; differences in 
priorities and opportunities in industrialised and developing countries) (Mansson  et al, 
2014); 

- differences in the scientific background of the researcher (political scientist, engineer, …) 
(Mansson  et al, 2014);   

- the fact that energy security is a product of many diverse attributes, and thus needs to be 
assessed from a systemic perspective that takes all those attributes into account (Grac-
ceva & Zeniewski, 2014);  
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- the fact that energy security is a product of the interactions and interdependencies of a 
complex system, one ‘‘whose properties are not fully explained by an understanding of its 
component parts’’ (Gracceva & Zeniewski, 2014). 

The lack of clarity implies that “[…] the public and scientific debate is hampered by a missing 
operational definition of energy security. The lack in definition directly translates into the lack of clear-cut 
indicators for energy security. An issue that can not be adequately measured is difficult to improve” 
(Böhringer & Keller, 2011, p. 6).   

Some recent and not so recent explicit definitions of energy security are:  

- Energy security is “[…] how to equitably provide available, affordable, reliable, efficient, 
environmentally benign, proactively governed and socially acceptable energy services to end-
users” (Sovacool et al, 2014, p. 5846); 

- IEA’s widely cited definition describes energy security as “[…] the uninterrupted physical 
availability at a price which is affordable, while respecting environmental concerns” (IEA, 2011, 
p. 9);  

- Some view energy security as a distinctly supply-side phenomenon. Long-term “energy 
(supply) security” is a proxy for “[…] the certainty level at which the population in a defined 
area has uninterrupted access to fossil fuels and fossil-fuel based energy carriers in the absence 
of undue exposure to supply-side market power over a period ahead of 10 years or longer” 
(Jansen & Seebregts, 2010, p. 1654);  

- Many definitions focus on economic aspects. The security of energy supply is commonly 
defined as “[…]availability of demanded energy volumes at a reasonable price” [Le Coq & 
Paltseva, 2009, p. 4475);  

- Yergin’s classic definition considers the cultural and political aspects of energy security. 
The objective of energy security is “[…] to assure adequate, reliable supplies of energy at rea-
sonable prices and in ways that do not jeopardize major national values and objectives” (Yergin, 
1988, p. 112). 

2.1.2 Taxonomy of energy security definitions 

Ecofys (2009) group definitions of energy security into two broad categories:  

- Definitions focusing on economic principles. A common economic definition of energy 
security would be the loss of welfare resulting from a change in the price or physical avail-
ability of energy; 

- Policy oriented definitions. These definitions highlight basic requirements (often called 
“dimensions”) of a secure energy system, frequently stressing the need for accessibly to, 
and affordability of energy. Other dimensions may include availability and acceptability.    

Luft  et al (2011] distinguish two dimensions: 

- an economic dimension that incorporates aspects such as price volatility and affordability; 
- a physical dimension, sometimes referred to as available, reliable and/or accessible energy 

supply. 
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These dimensions are connected. Physically unreliable supply or resource scarcity may affect 
prices. Low or volatile prices may also reduce investments in infrastructure and production 
facilities (Mansson et al, 2014). 

Winzer (2012] reviewed 36 definitions of energy security. All energy security definitions include 
the idea of avoiding risks which affect the continuity of the energy commodity supply relative to 
demand. He distinguishes three groups of authors (Winzer, 2011): 

- authors who focus on the concept of commodity supply continuity. This concept is central 
to all other definitions of energy security; 

- authors who introduce additional subjective severity filters to distinguish between secure 
and insecure levels of continuity. Extra filters include:  

o the scarcity of energy leading to prices above a certain threshold, while the price 
volatility below that threshold is not relevant. “Energy security is defined in terms of 
the physical availability of supplies to satisfy demand at a given price” (IEA, 2001); 

o the speed, size and sustention of the price increases being beyond a certain level. 
„Security is impaired when supplies are reduced or interrupted in some places to an ex-
tent that causes a sudden, significant and sustained increase in prevailing prices“ 
(Mabro, 2008); 

o the sureness of events which can be foreseeable or unexpected; 
- authors that extend the scope of the impact measure beyond the continuity of commodity 

supplies to the continuity of services; the continuity of the economy; and sometimes to 
impacts on sustainability: 

o the weighting of potential commodity supply disruptions according to their impact 
on the continuity of energy services (such as heating, lighting, cooking, etc.) de-
fines energy security in terms of service availability; 

o the weighting of impacts by their monetary value is a useful way of aggregating 
different impact measures for  economic decisions. “Energy insecurity can be defined 
as the loss of welfare that may occur as a result of a change in the price or availability 
of energy” [Bohi, Toman, and Walls, 1996); 

o the inclusion of sustainability significantly broadens the concept of energy securi-
ty. 

The concept and definitions of energy security have widened over time (Kruyt et al, 2009).   

2.2 Evaluation perspectives 
As energy security is such an elusive concept to define and measure, it is not a straightforward 
task to decide for whom its benefits (and costs) are most relevant (see also 2.2.2 The conventional 
A-framework of energy security). The literature on energy security policies is quite poor, and three 
basic questions are usually omitted (Labandeira & Manzano, 2012). The first question refers to the 
cost-benefit analysis of energy security. “Energy security should not be an end in itself, or a general 
argument for energy policy intervention, but rather a concept that allows societies to protect their 
welfare in a proper and balanced manner” (Labandeira & Manzano, 2012, p. 12). The second 
question is related to finding an “operational” definition of energy security. The last question 
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reflects the often neglected interactions and synergies between energy security policies and other 
policies (e.g. on energy efficiency, renewable energy sources, or climate change).  

2.2.1 Problems with evaluating energy security 

Traditional approaches to long-term energy security, especially economic modelling approaches, 
tend to zoom in – in part or at best in full – on the supply of one or more of the exhaustible fuels: 
oil, natural gas, and/or coal (Jansen & Seebregts, 2010).  

Winzer (2012] argues that energy security should be separated from other policy goals, e.g. goals 
related to economic efficiency and sustainability, and defines energy security as “the continuity of 
energy supplies relative to demand”, thus narrowing the concept to security of supply.  

Economic definitions of energy security are comprehensive and instructive from a broad planning 
perspective or for academic research (Ecofys, 2009). But measuring welfare losses is a difficult 
task. A change in the price or availability of energy may not only have a multitude of direct impacts 
on energy using activities, but may also have complex macro-economic implications (Levèfre, 
2010). This renders economic assessments of energy insecurity inherently uncertain. Efforts to 
measure overall welfare effects associated with energy insecurity typically rely on highly stylized 
models (Ecofys, 2009).  

Economic definitions of energy insecurity give no indication of the likely causes of welfare losses. 
Usual suspects are extreme weather events, fossil fuel resource concentration, combined with the 
sensitive political climate in many exporting countries (Levèfre, 2010).    

Researchers engaging in quantitative valuations of security externalities cannot avoid subjective 
propositions beyond the realm of positivist science (Jansen & Seebregts, 2010). The dimensions 
identified in the policy-oriented definitions of energy security are typically ill defined. It is left to 
expert elicitation as to what constitutes an appropriate level for each (e.g. when is energy deemed 
sufficiently ‘accessible’ or ‘affordable’?) (Ecofys, 2009). For instance, many definitions highlight 
dimensions and perspectives but do not define thresholds (e.g. it is not common to specify when 
high prices should be considered a threat to security) (Mansson et al, 2014). This may be suitable 
for qualitative descriptions of energy security but is problematic when working on a quantitative 
assessment (Ecofys, 2009). The advantage of introducing additional subjective severity filters to 
distinguish between secure and insecure levels of continuity is that additional criteria filter out 
smaller discontinuities that are not important for the security of a country. The disadvantage is 
that the use of subjective severity filters makes the concept of security very imprecise and difficult 
to measure (Winzer, 2011).    

The inclusion of sustainability as a component of supply security makes energy security a wider 
concept but it makes energy security also increasingly difficult to measure and might render the 
concept unoperational (Winzer, 2011). 

2.2.2 The conventional A-framework of energy security 

Classic energy security studies prominently feature “availability” and “affordability” (Deese, 1979; 
Yergin, 1988). APERC (2007) introduced the A-framework, merging the classic ‘availability’ and 
‘affordability’ with ‘acceptability’ and ‘accessibility’ to structure their report on energy security in 
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Asia. The report did not justify the use of the four As by reference to prior literature, empirical 
observations or logical reasoning (Cherp & Jewell, 2014). The A-framework was taken up by the 
energy security literature, and sometimes extended. The four dimensions or As are:  

- Availability. Whether the energy available is sufficient to meet demand (APERC, 2007). 
(Kruyt et al, 2009) (Hughes & Shupe, 2010) (Hughes, 2012) (Sovacool & Mukerjee, 2011) 
“The uninterrupted physical availability” (IEA, 2011);  

- Accessibility. Even if resources are available they may not be accessible (APERC, 2007). 
(Kruyt et al, 2000) (Hughes & Shupe, 2010); 

- Affordability. Despite energy being available and accessible its affordability may have 
significant economic / social impacts (APERC, 2007). (Kruyt et al, 2000) (Hughes, 2012) 
(Sovacool & Mukerjee, 2011) “A price which is affordable” (IEA, 2011);  

- Acceptability. Even if availability, accessibility and affordability are favourable, environ-
mental or societal elements may also impact on energy security (APERC, 2007). (Kruyt et 
al, 2000) (Hughes, 2012) “Respecting environment concerns” (IEA, 2011) “Sustainability” 
(Sovacool & Mukerjee, 2011). 

Chester (2010) addresses four (4) dimensions (availability, adequacy, affordability, and 
sustainability), similar but not identical to the four As.  

Figure 2: The APERC (2007) A-framework of energy security 

 
Source: Dato’ Abdul Razak bin Abdul Majid (Energy Commission, Malaysia), Energizing the World with Clean Coal Technologies, 
presentation at Singapore International Energy Week, 31 October 2014  

Winzer (2012) identifies ‘natural sources of risk’ with “availability”; ‘human sources of risk” with 
“accessibility”; ‘economic impacts of energy’ with “affordability” and ‘environmental impacts of 
energy’ with “acceptability”.    

Cherp and Jewell (2014) point out a number of shortcomings of the A-framework: 

- The four As do not clearly state for whom energy should be affordable and acceptable. 
Affordability can mean “profitability of energy investments” (APERC, 2007); “low energy pric-
es for consumers” (Kruyt el al, 2009; Hughes, 2012); or “government accounts in terms of 
subsidy levels and import / export balance” (Sharifuddin, 2013). APERC (2007] and its main 
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interpretations equate acceptability with environmental impacts of energy systems. But 
what is environmentally acceptable varies widely among different actors: local population, 
environmental NGOs, industries, and nation states; 

- The four As are unclear about the social values to protect, the energy systems to which 
they apply, and the links between the two. The classic energy security approach studied 
the strong, self-evident and implicit link between national values (e.g. independence and 
territorial integrity) and a particular energy system (oil supplies). Contemporary energy 
security studies extend beyond oil to other energy sectors; and beyond traditional geopo-
litical values to economic welfare; as well as to internal political and internal stability; 

- The four As do not embed the concepts of risk and resilience.  Energy security concerns 
are largely shaped by experiences of disruptions and perceptions of risks. The classic en-
ergy security approach emerged as a result of disruptions to already existing systems. 
Contemporary studies expand the focus from sources of disruption to the ability to re-
spond to them (i.e. resilience of energy systems). 

2.2.3 The modern concept of energy security 

The focus has shifted from “dimensions” (aspects, elements) of energy security to the “attributes” 
(characteristics) energy systems should have in order to appropriately control or respond to “risks” 
(threats or ‘adverse events’).  

The energy system approach 
Recent conceptual developments define energy security as “the low vulnerability of vital energy 
systems” [e.g. Jewell et al, 2014).   

An energy system is a complex system ((interaction of technical and non-technical components), 
of which energy security is a dynamic property (Cotella et al, 2014).  An energy supply chain 
comprises of the “… whole set of industrial and commercial activities that contribute to supplying 
energy and energy related goods and services, to ultimately provide energy services” (Blum & Legey, 
2012, p. 1983). A secure supply chain is a vital requirement in order to deliver the required energy 
services. The chain can be complex and involve many steps, such as extraction, transportation, 
conversion, distribution and final use. The chain can also stretch over long distances and across 
national borders (Mansson et al, 2014).   

Vital energy systems are energy resources, infrastructure and uses linked together by energy 
flows that support critical social functions. They can be delineated by sectoral or geographic 
boundaries (Cherp & Jewell, 2011; 2013). Differentiating between energy systems allows better 
measurement (metrics) as well as better targeting of energy security policies (Jewell, 2014). 

Vulnerabilities are combinations of exposure to risks and resilience capacities (Cherp & Jewell, 
2011; 2013).   

Risks or threats to the energy system 
There seems to be an agreement that energy security is concerned with risks (Winzer, 2011). A 
variety of factors can be considered possible risks or threats that can either deliberately or 
accidentally lead to disturbances in the flow of energy (Mansson et al, 2014). A necessary starting 
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point for any assessment is therefore to clarify the key threats to the security of a given energy 
system (Gracceva & Zeniewski, 2014).  

Ecofys (2009) define three categories of supply-side energy (in)security:  

- Extreme events, including extreme weather; large scale accidents; acts of terrorism; and 
strikes or other social unrest; 

- Inadequate market structures: insufficient investments in new capacity; or load balancing 
failure in electricity markets;   

- Supply shortfall associated with resource concentration: concentration of resources in 
certain parts of the world (including exploration, production and transport) generates a 
certain degree of market power which can adversely affect energy systems.   

According to Ecofys (2009), other potential areas of energy insecurity may include negative effects 
of market power on energy prices (i.e. monopolistic, oligopolistic structures); and depletion of 
fossil fuels reserves. 

Winzer (2011) relates risk or “threats to the energy system” to their impacts on the energy supply 
chain. He distinguishes between “sources of risks” and “uncertainty about the threats” (Winzer, 
2011).  

Sources of risk can be;  

- technical risk sources (e.g. failure of infrastructure components);  
- human risk sources (e.g. demand fluctuations, strategic withholding of supplies capacity 

underinvestment, sabotage & terrorism, political instability & geopolitical risks, …); 
- natural risk sources (stochastic intermissions of RES, depletion of fossil fuel stock, natural 

disasters). 

Threats can be:  

- predicted (e.g. fuel depletion); 
- probabilistic (e.g. resource intermittency, technical failures); 
- heuristic, i.e. expected but hard to predict (e.g. terrorist attacks);  
- unknown (e.g. anthropogenic global warming).  

According to Winzer (2011), many authors analyse risk sources separately, without explicitly 
defining security of supply. Technical, human and natural risk sources are either treated as 
separate categories within a composite indicator; or they are addressed by individual (separate) 
indicators, or they are analysed in completely separate debates (e.g. the isolated discussion of 
technical risk sources).   

The impacts on the energy supply chain are categorized as follows (Winzer, 2011):   

- scope of impact, describing how risks affect: the continuity of the commodity supplies (by 
changing availability or price of energy commodities such as gas, oil, coal or electricity); the 
continuity of service supplies (by changing availability or price of energy services such as 
heating, lighting or transport; the economic continuity; or human safety and sustainability;  

- speed of impacts, describing the time-scale on which the impacts of risk materialize: 
constant stresses (e.g. renewable energy potential of a country); slow stresses (e.g.  de-
pletion of fossil fuels); fast shocks (e.g. political disruptions, technical failures); 
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- size of impacts, describing the magnitude of changes: impending changes (e.g. reduced 
reserve margins); small changes (e.g. price volatility); phase changes (e.g. delivery disrup-
tions), which also change the way how the system works;  

- sustention of impacts, describing the duration during which the impacts of a threat 
persist: transitory impact (e.g. small interruptions or short-term price volatility); sustained 
impact (i.e. impacts that last for a considerable amount of time); permanent impact (e.g. 
depletion of fossil fuels); 

- spread of impacts, describing the size of the largest geographical unit that is simultane-
ously affected: local level (e.g. technical component failure); national level (e.g. disruptions 
of exports due to political risk); or global level (e.g. solar storms); 

- singularity of impacts, describing the frequency of recurrence: unique (e.g. fuel depletion, 
nuclear war); infrequent (e.g. natural catastrophes, political disruptions); or frequent (e.g. 
certain technical faults). 

Gracceva & Zeniewski (2014) categorise potential threats to energy security on the basis of three 
primary dimensions:  

- Location in the energy supply chain. Threats may arise in the extraction, production, 
transport, conversion and end-use of energy;  

- Temporality:  “Shocks” (transient disruptions) versus “stresses” (more enduring pres-
sures). A further distinction is made between: 

o Very short term:  the time frame related to the need for real time balance between 
supply and demand along a whole interconnected system;  

o Short to medium term: the time frame in which it is only possible to consider 
whether the system “as it is” is able to cope with the adverse event, as a funda-
mental change of the system is not feasible; 

o Long-term: the time frame that covers the investment cycle and beyond, so that 
the system can take a different trajectory to adapt to a “stress”; 

- Provenance. Shocks and stresses may originate: 
o inside the energy system. The events can be “controlled”, i.e. there is a freedom to 

choose strategies that affect the likelihood of threats; 
o outside the energy system. The main strategy available is to ‘respond’ in ways that 

maintain the level and quality of energy services or improve the capacity of the 
system to adapt to events (e.g. the increase of short-term flexibility through stor-
age). 

Cotella et al (2014) only differentiate threats to energy security according to: 

- Time scale: 
o shocks (transient disruptions, real time); 
o stresses (enduring pressures, medium and long-term);  

- Origins (provenance): 
o Internal threats (technological, economic/regulatory, …); 
o External threats (economic/competition, geopolitical, …) 
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After identifying and characterizing the risks for the energy system (and the probabilities attached 
to such threats), one has to assess how adverse events can affect the energy system, by 
considering the ability of the energy system to cope with them. 

Attributes of energy systems 
Gracceva & Zeniewski (2014) identify five properties or “attributes” of a secure energy system (p. 
338-339):   

- Stability (operational security). The capacity of highly interconnected energy systems to 
withstand sudden disturbances, such as unanticipated losses of critical system compo-
nents, by maintaining their operation within defined technical constraints; 

- Flexibility. The ability of a system to cope with the short-term uncertainty of energy 
system variables (whatever the cause), by balancing any deviations between the planned 
or forecast supply and demand, on one side, and the actual outturn in real time, on the 
other side; 

- Resilience. The ability of the energy system to source alternative modes of production or 
consumption in response to sudden and transient shocks, such as the interruption of a 
major supply source;  

- Adequacy. The ability of the energy system to meet demand at all times under all antici-
pated conditions, typically in reference to peak demand; 

- Robustness. The ability to adapt its long-term evolution to economic and/or (geo)political 
constraints. 

Stability can largely be assessed with technical and operational criteria. Determining the resilience, 
adequacy and robustness of an energy system requires an additional analysis of the efficient 
allocation of resources based on supply, demand and price dynamics (Gracceva & Zeniewski, 
2014).   

The vertical axis of Figure 3 represents threats and captures the timescale of those threats. The 
horizontal axis represents control and response to those threats. Stability may e.g. refer to a 
repair when an electricity line goes down due to a falling tree. Resilience could refer to regulating 
prices in response to price spikes. Durability could mean renewal of an ageing electricity grid to 
prevent infrastructure failures. And robustness might entail investing in renewable energy sources 
in response to geo-political changes.   

One should keep in mind that energy systems are dynamic systems. They change over time 
responding to conditions such as the ageing of existing infrastructure; the development of new 
energy technologies; changing energy costs; evolving consumption patterns; and shifting public 
concerns over the environmental impacts of energy production (Hughes, 2012). Moreover the 
determinants of future changes in energy systems go with large uncertainties (Guivarch et al, 
2014).  
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Figure 3: Dynamics of energy security 

 
Source: Andy Stirling, The Dynamics of Security stability, durability, resilience, robustness, presentation to workshop on ‘Energy 
Security in a Multipolar World’, Kohn Centre,Royal Society, London, 2nd April 2009.  

It would be extremely difficult if not impossible for one single approach to capture all characteris-
tics of the energy system. For instance, assessing “reliability” may require “Critical Infrastructure 
Protection” (CIP) simulations, including methods such as network (topology) models, system 
dynamics, multi-agent systems, etc. Evaluating “resilience” would necessarily involve tools that 
can account for market conditions.   

3 Methodologies and results 

3.1 Evaluation approaches 

3.1.1 Energy security (ES) indicators – general overview 

Developing energy security (ES) indicators can serve as guidelines for policy makers to draw long 
term strategies which will reduce short term vulnerabilities and mitigate risk to the energy supply 
chain (Pahwa & Chopra, 2013). However, “[…] trying to measure energy security by using single 
metrics in isolation (such as energy intensity, the rate of electrification, or electricity consumption per 
capita) provides an incomplete and possibly misleading assessment” (Sovacool et al, 2011, p. 5846). 
Gracceva & Zeniewski (2014) warn that indicators are unable to assess the energy system’s 
response to threats as they cannot capture the chain of substitutions triggered by an adverse 
event along the whole energy supply chain. Neither do vulnerability indicators provide insights on 
the key issues of costs and benefits of alternative levels of energy security. Energy security 
indicators are not real metrics, but “… most useful to point out important trends in a dynamic, 
comparative framework” (Kruyt et al, 2009, p. 2177). 

Ecofys (2009) and Gracceva (2011) identify two main types of energy security indicators:  

- Vulnerability-based indicators. These indicators measure inputs that can be considered a 
proxy for the potential (ex-ante) risk and/or magnitude of an energy security impact, 
should it actually occur. For example, import dependence provides a proxy for the vulnera-



D7.1 Literature review on Energy Security, including power reliability and avoided capacity costs COMBI   GA No. 649724 

 16 

bility of the energy system to a physical interruption to energy imports rather than a 
measure of the actual disruption to imports (Ecofys, 2009). Graceva (2011) calls vulnera-
bility indicators (somewhat misleadingly) diversity-based indicators. These indicators draw 
on existing outputs from energy system modelling to assess the impacts on energy secu-
rity; 

- Outcome-based indicators. These indicators measure the actual outcome of energy 
insecurity. In an ideal world an outcome-based indicator would measure the actual welfare 
impact of energy insecurity (DBERR, 2007). Given the inherent uncertainties in estimating 
the actual welfare impact, an estimate of the level of physical unavailability of energy is 
normally used (Ecofys, 2009).  Outcome based indicators often draw directly on detailed, 
situation specific modelling. 

Vulnerability indicators “… have no direct link to economic welfare, so policy interventions into energy 
markets need more specific justifications than only improving the energy security indicators” (Böhringer 
& Keller, 2011, p. 25). 

Kruyt et al (2009) distinguish between simple (disaggregated) indicators and aggregated 
indicators. Examples of simple indicators are diversity indices or import dependence indicators. 
Examples of aggregated indicators are Shannon-Wiener index-based indicators, or the 
Supply/Demand (S/D) index (see supra).    

Mansson et al (2014) call aggregated indicators ‘complex indicators’. Aggregating data enables 
comparisons over time and/or space. They warn that aggregation “… can disguise the vulnerability 
of certain sectors (e.g. transportation), or of end users (e.g. energy poverty in heterogeneous societies)” 
(Mansson et al, 2014, p. 10). Furthermore, no aggregate indicator can provide an adequate 
measure of all the relevant root causes of energy insecurity and attempts to do so lead to a strong 
trade-off in transparency (Ecofys, 2009). 

In the modern approach indicators are linked or related to the causal mechanisms of energy 
(in)security in the energy supply chain, i.e. to the risks or threats to the energy system. For 
example, Ecofys (2009) relate the “overall short-run availability of primary fuel (oil, gas)” indicator 
to “extreme events”; the “cumulative required new capacity” indicator to “inadequate market 
structure”; and the “resource concentration physical availability” indicator to “supply shortfall 
associated with resource concentration”. In fact, many if not most indicators in literature refer to 
supply from dominant or politically unstable exporters. In the traditional approach, indicators are 
linked to the “dimensions” of energy security (see e.g. fig. 2). 

It is not practical to discuss every energy security (ES) indicator in detail. For instance, Sovacool et 
al (2011) use 20 different metrics. Ecofys (2009) use 11 indicators.  

3.1.2 Simple (disaggregated) energy security (ES) indicators 

Resource estimates 
Resource estimates (quantity and likelihood of occurrence of fossil resources) are sometimes used 
as a simple indicator (Mulders et al, 2006). Sovacool et al (2011) use “reserves of coal, oil, gas and 
uranium divided by total final energy consumption, in years of energy reserves left” as an 
indicator. However, there is no consensus on available resources, as there are large uncertainties 
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concerning the amounts of hydrocarbon resources and their extraction potentials (Kruyt et al, 
2009). Fossil fuel stocks and/or forecast extraction rates are often overestimated (Hallock, 2014). 
Overestimating the potential of different primary fuels may result in lock-in effects, while 
underestimating their potential may motivate investments in expensive and, at least in the short-
term, uncompetitive alternatives (Mansson et al, 2014).  

Reserves to production (R/P) ratios   
Reserves to production or R/P ratios indicate the years of production left at current production 
rates (Feygin & Satkin, 2004). Sovacool et al (2011) use the “ratio of proven recoverable reserves 
at the end of a given year to the production of those reserves in that year” for the three primary 
energy fuels (coals, natural gas and oil). R/P ratios are a dynamic quantity, as neither numerator 
nor denominator are fixed. R/P ratios do not account for the fact that despite price increases, 
several countries have seen their rate of extraction decline at the same time as stock levels have 
remained at the same level or even increased (Sorrell et al, 2009).    

Diversity indices  
Many energy security indicators focus on supply-side characteristics such as the diversity of a 
country’s energy sources or the diversity of energy suppliers. Diversity indices are a means to 
quantify diversity in energy supply in a formal way (Jansen et al, 2004; APERC, 2007; IEA, 2007). 
Diversity in energy type and geographical source is a means to hedge against supply risks; and 
diversity among suppliers against market power. A diversity index should consider three elements: 
variety (number of categories); balance (spread across categories) and disparity (degree to which 
categories are different from each other) (Stirling, 1999). The classifications are value-laden. There 
is no appropriate measure of disparity, introducing a form of arbitrariness or subjectivity (Kruyt et 
al, 2009). Diversity indicators may partly include risk profiles of exporting countries or the 
geological resource base of the energy source (Böhringer & Keller, 2011) (see also aggregated 
indicators).  

Import dependencies   
Import shares, with various disaggregations with regard to fuels and regions, and expressed in 
either physical or monetary terms, can be used as simple import dependence indicators. Net 
imports provide a more realistic view of actual dependencies (Kruyt et al, 2009). The degree of 
import dependency (separately for each fuel or aggregated for all energy carriers) is viewed as an 
important indicator for energy security, because in emergency situations a country may still be 
able to control the indigenous extraction of energy resources but has no direct control over the 
energy imports (Böhringer & Keller, 2011). More refined dependency indicators measure an 
economy’s import dependence weighted with its fuel diversity (see aggregated indicators). 
However, the assumption that imports pose a greater risk than indigenous supply may in some 
cases be misleading, since the ability to import energy can be used to compensate for domestic 
production losses (Goldwyn, 2009; Chow & Elkind, 2005). “Thus, the ability to import energy may in 
some cases be an asset, as it can make the energy system more flexible and resilient” (Mansson et al, 
2014, p. 4).  

Political stability indicators 
Governments control the actual energy supply or the conditions under which other parties develop 
these. It is problematic to relate concepts such as stability of a regime, willingness to trade with a 
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regime or the stance towards a specific regime to simple indicators (Kruyt et al, 2009). Some of 
the indicators used are the “ICRG political risk rating” (IEA, 2004); the average of two (2) of World 
Bank’s worldwide governance indicators, namely ‘Political stability and absence of violence’ and 
‘Regulatory quality’ (IEA, 2007); or the “UNDP’s human development indicator (HDI)” (Jansen et al, 
2004). Geopolitical relations are extremely hard to quantify, and typically one has to rely on expert 
judgement (Kruyt et al, 2009). Political risk indicators (e.g. ICRG or World Bank governance 
indicators) only assess the general political stability, so they do not take bilateral relationships into 
account, nor do they consider specific political issues that cause supply disruptions. “These 
methods are less suitable to study radical system changes and longer timeframes if this alters the 
structure and feedbacks within the system” (Mansson et al, 2014, p. 2). 

Energy prices 
Energy prices give an indication of supply in relation to demand (in well functioning markets); are a 
measure of economic impacts; and reflect scarcity of resources. In case of an energy price 
increase, economies with high energy intensity must spend more of their resources for energy and 
will thus face a greater welfare loss than economies with low energy intensity (Böhringer & Keller, 
2011). The oil prices are considered an important ES indicator, but these prices are influenced by 
many factors (short-term shortages, speculation, …) and they are extremely difficult to model 
accurately in scenario analysis (Kruyt et al, 2009). Sovacool et al (2011) use “the percentage that 
retail electricity prices have changed every five years” as an indicator, as well as “the actual price 
paid by final consumers for ordinary gasoline inclusive of all taxes and subsidies, in average US$ 
per 100 litre, adjusted for Purchasing Power Parity)”.   

Share of zero-carbon fuels 
The share of renewables and nuclear in total primary energy supply is used as a simple indicator 
(APERC, 2007). Sovacool et al (2011) use “the share of geothermal, solar, wind, hydroelectric, tidal, 
wave, biomass, municipal waste, and biofuel based energy in total primary energy supply” as an 
indicator. There are acceptability concerns regarding nuclear energy; as well as other options (e.g. 
first generation biomass) (Kruyt el al, 2009).  

Market liquidity  
Market liquidity relates to the capacity of markets to cope with fluctuations in supply and demand 
(Kruyt et al, 2009). IEA (2004) define market liquidity as the exponential function of the ratio of a 

country’s consumption over the total of that fuel available on the market. Mathematically, 𝑒
!
!!  

where 𝑃! is the “supply availability”, defined as the total supply available on the market divided by 
the consumption needs of the country considered.  

Demand-side indicators   
Demand-side indicators include energy intensity of the economy; fuel intensity of the economy; 
energy or oil use per capita; energy or oil expenditures; …  The energy intensity (EI) of an economy 
is defined as the physical energy inputs needed to generate one unit of economic output 
(Böhringer & Keller, 2011). Sovacool et al (2011) for instance use “total primary energy supply per 
capita”. 
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3.1.3 Aggregated or ‘complex’ energy security indicators 

Shannon-Wiener index-based indicators 
Jansen  et al (2004) apply a combined Shannon-Wiener index, capturing fuel diversity; diversity of 
suppliers for the shares of imports of each fuel; political stability of the suppliers (based on a 
modified UNDP’s HDI); and resource depletion for the home and exporting regions. IEA (2007a) 
remark that the balance between fuel diversity, import dependence/diversity, political stability 
and depletions remains arbitrary.    

Neuman et al (2004, 2007) use separate indices for oil, coal and gas. They measure suppliers’ 
diversity using the Shannon–Wiener index and adjust this for the indigenous production of the 
export country and the political stability of the import supplier country.  Le Coq & Paltseva (2009) 
argue that these indices neither account for transport risks or the fungibility factor; nor for the 
impact of a potential supply disruption on the consuming country’s economy. 

Herfindahl-Hirschman index-based indicators 
The Shannon-Wiener index puts relatively more weight on the impact of smaller market 
participants, while the Herfindahl–Hirschman index (HHI) places more emphasis on larger 
suppliers. Le Coq & Paltseva (2009) believe that, other things equal, suppliers that constitute a 
larger share of country’s energy imports potentially may cause more problems for energy security.  

IEA (2004) calculate for each fuel the market shares of each supplier in that market; and combine 
the resulting Herfindahl–Hirschman index with a political risk rating associated with the supplier 
country and a measure of the market liquidity (given by the ratio of the total supply available on 
the market divided by the consumption). Le Coq & Paltseva (2009) uphold that the potential 
exports market may not reflect the short-term threats in the actual energy market faced by the 
country in question (e.g. consider a country with all its energy consumption provided by one single 
supplier that is small on the market of potential exports. In this case a risk associated with this 
supplier may be significant for the country’s energy security, since switching to an alternative 
supplier may take some time and effort). Le Coq & Paltseva (2009) also deplore the fact that the 
index is aggregated across energy types, as in the short-term fuels cannot be substituted by each 
other.  

IEA, Lefèvre (2007) uses two indicators, which enable to investigate in which direction the level of 
energy security of a specific country or region is projected to evolve relative to a base year under a 
certain scenario; and whether energy security in country (region) A is less/higher than in country 
(region) B in a certain year.  

- The physical availability indicator (ESIvolume) is defined as the share of a country’s total 
energy demand met by pipe-based gas imports purchased through oil-indexed contracts. 
Pipelines do not allow end-users to switch to other suppliers in case of disruption; and oil 
indexing of gas prices prevents markets from mitigating supply disruptions (Kruyt el al, 
2009);   

- The supply concentration index (ESIprice) is a Herfindhal-Hirschman Index (HHI). The supply 
concentration  measure for each fuel market (oil and gas with oil-linked pricing; gas with 
gas-based pricing; and coal) is weighted according to the fuel’s share in primary energy 
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supply. A measure of political stability is included, giving extra weight to politically instable 
regions.  

Jansen & Seebregts (2010) point out a number of shortcomings of the IEA indicators. They only 
refer to international fossil fuel markets and neglect other sources in the energy mix. A certain 
non-extreme numerical outcome such as the Herfindhal–Hirschman Index (HHI) of market 
concentration is difficult to interpret by less informed policymakers and other users. Both Kruyt et 
al (2009) and Jansen & Seebregts (2010) call attention to the subjective arbitrariness of the 
balance between supply concentration and political stability.  For instance, why use the share in 
total primary energy supply (TPES) and not, for example, the share in total value of primary energy 
supply as weight of a component indicator in the overall index? And why use an adjustment factor 
for the political stability of an export country on a [1,3] scale and not on, for instance, a [1,10] 
scale? (Jansen & Seebregts, 2010). 

Gupta (2008) uses a modified Herfindahl–Hirschman index, based on the shares of different 
suppliers in a country’s total oil demand. These shares are adjusted for the political risk of the 
supplier.  Gupta’s Oil Vulnerability Index (OVI) is in fact an aggregated index, based on 1) ratio of 
value of oil imports to GDP; 2) oil consumption per unit of GDP; 3) GDP per capita; 4) oil share in 
total energy supply; 5) ratio of domestic reserves to oil consumption (as a measure of the 
consuming count’s self-sufficiency); 6) exposure to geopolitical oil supply concentration risks as 
measured by net oil import dependence, diversification of supply sources, political risk in oil-
supplying countries; and 7) market liquidity. The aggregation of the indicators is achieved using 
principal component analysis (PCA), which is both robust and transparent (Mitchell et al, 2013). 
The problem is that it is an index only for oil (Le Coq & Paltseva, 2009). 

For illustrative purposes, we discuss two relatively easy to understand “complex” indicators in 
more detail: the Energy Security Price Index (ESPI) and the Energy Security iMport Index (ESMI) 
(Böhringer & Keller, 2011) (Lefèvre, 2010).   

The Energy Security Price Index or ESPI is based on the market share of energy exporting 
countries in the global export potential for each fuel and a political risk assessment of energy 
exporters. 

𝐸𝑆𝑃𝐼 =
𝐸!

𝑇𝑃𝐸𝑆
𝐸𝑆𝑀𝐶!"#!!

!

	  

where !!
!"#$

 is the share of fuel f in total primary energy supply (TPES) in the observed country, and 
𝐸𝑆𝑀𝐶!"#!!  is the “security market concentration” index amended by a political risk rating. 

𝐸𝑆𝑀𝐶!"#!! = 𝑟!𝜔!"!

!

	  

where 𝑟!  is the political risk rating of export country c ranging from 1 (low risk) to 3 (high risk); and 
𝜔!"  is the share of export country c’s net export potential in global export potential of fuel f (in 
percentage points). 𝐸𝑆𝑀𝐶!"#!!  is large when few high-risk exporters dominate in the world 
market. Note that the 𝐸𝑆𝑀𝐶!"#!!  is independent of the country for which the energy security 
index is calculated since 𝜔!"  only considers export potentials in a truly globalized market. 

The Energy Security Import Index or ESMI is a region’s share of net energy imports in its total 
primary energy consumption. 
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𝐸𝑆𝑀𝐼 =
𝑀! − 𝑋!
𝑇𝑃𝐸𝑆

!

∙ 100  for  all  𝑓  where  𝑀! > 𝑋! 	  

Where 𝑀!  is the import of fuel f and 𝑋!  the export of fuel f. ESMI ranges between 0 (no net 
imports of fossil fuels) and 100 (complete import dependency)  

Dual diversity indices (such as the Shannon-Wiener or the Herfindahl-Hirschman index) overlook 
the fact that certain risks correlate, such as systemic and systematic risk (Mansson et al, 2014). 

Supply-Demand or S/D index  
The Supply/Demand Index or S/D Index (Scheepers et al, 2006, 2007) is a supply security indicator 
for a defined region in the medium and long run that tries to capture all possible relevant aspects 
of energy security (ES). It sets out to integrate major underlying supply-side and demand-side 
factors. The S/D index covers primary energy sources supply, energy conversion and transport, 
and final energy demand; hence in principle the entire energy system. The index is normalised to 
range from 0 (extremely low security) to 100 (extremely high security). The values of the elements 
are determined by scoring rules which are (mostly linear and step) functions of shares, supply 
origins, efficiencies, reserve factors, network capacity, refinery and storage capacity, etc. The 
factors are weighted on the basis of expert assessments. The S/D Index uses four types of inputs 
(two objective types and two more or less subjective types). 

The objective types of inputs include:  

- the shares of different supply and demand categories. For supply: oil, gas, coal, nuclear, 
RES and other. For demand: industrial use, residential use, tertiary use and transport use; 

- the values characterizing efficiency, adequacy, and reliability in conversion and transport 
based on the secondary energy carriers (electricity, gas, heat, and transport fuels). 

The more or less subjective type of indicators are: 

- the weights that determine the contribution of the different components in the S/D Index 
(such as the relation between supply and demand outputs in the Index, or the relation be-
tween EU imports and non-EU imports); 

- the scoring rules for determining various S/D Index values reflecting different degrees of 
perceived vulnerabilities 

The S/D index is a relatively comprehensive indicator, and includes some important demand-side 
aspects. The projections of the future S/D index values are highly scenario dependent. It is a 
complicated indicator, with an extensive amount of weighting factors and limited transparency 
(Kruyt et al, 2009). The comprehensiveness comes at the price of reduced simplicity (Jansen & 
Seebregts, 2010). The S/D index gives rather similar results under different scenarios, as the large 
number of parameters tends to balance out different aspects at the aggregate level (Kruyt et al, 
2009). Finally, the geopolitical-political dimension is captured less well, compared to e.g. (some) 
diversity-based indices (Jansen & Seebregts, 2010). 

Mean variance portfolio theory (MVP) 
Mean variance portfolio theory (MVP) is not an indicator but an optimisation method. Energy 
imports are commonly analysed from different but interrelated categories of risks: the specific risk 
(the diversifiable risk that is unique to every exporter or supply route); the systematic risk (the risk 
affecting all agents on the market regardless of whom they trade with on the market); and the 
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systemic risk (the risk of market collapse) (Mansson et al, 2014). Financial portfolio theory uses 
historic price volatility of assets (i.e. exporters) and their co-variance in order to construct ‘optimal’ 
portfolios and hedge fuel price risk. MVP yields an “efficient frontier”, beyond which energy 
investment portfolios cannot be made less costly without increasing their risk; or vice versa 
cannot be made more risk adverse without increasing their cost. Moving along the frontier 
represents different trade-offs between risk and cost (Kruyt et al, 2009).  

The advantage of MVP is that it addresses “spill-over effects” of price shocks in one market on 
others. The disadvantage is that it uses past data for future projection, thus (tenuously) assuming 
that historic patterns will repeat themselves (Kruyt  et al, 2009).  Financial portfolio theory cannot 
be used to assess the consequences if disturbances do occur, only the level of ‘risk-spreading’ 
(Mansson et al, 2014). Financial portfolios do make it easy to separate the specific risk from the 
systematic risk, on the condition that the historic volatility is a valid indicator of contemporary or 
future risk (Mansson et al, 2014). 

3.1.4 Indicators of power reliability (adequacy and security) 

The concept of commodity supply continuity is also used in technical studies who describe the 
general concept of low interruption risks as “reliability”, composed of two sub-concepts: system 
adequacy (the ability of the power system to meet the aggregate power and energy requirement 
of consumers at all times) and system security (the ability of a power system to withstand 
disturbances) (Winzer, 2011).  Baarsma & Hop (2009) define power-grid reliability as “The ability of 
a power system to provide an adequate and secure supply of electrical energy at any point in time”.  

Definitions  
A “sustained outage” is an outage that lasts longer than a specified amount of time. European 
countries define sustained interruptions as outages lasting three minutes or more. IEEE-1366 
(US) defines the duration of a sustained outage to be 5 minutes. A “momentary outage” is an 
outage with a duration shorter than a sustained outage. A “major event” is a widespread outage 
typically caused by some type of natural phenomenon such as a large storm. Major events 
account for the largest portion of outages. 

Momentary interruption of electricity service is an intentional feature of the design and safe 
operation of the majority of modern electricity delivery systems. Devices (“automated reclosers”) 
automatically interrupt service to portions of the system that are “downstream” of the 
disturbance (e.g. a lightning strike). These devices reconnect the isolated portions of the systems 
(reclose the opened circuit) automatically after a pre-determined delay. If the disturbance has 
passed, the reconnection will be successful and service will be restored. If the disturbance has not 
passed, the device will again automatically re-isolate that portion of the system. The above 
sequence may be repeated more than once. The number of reconnection attempts and time-delay 
between attempts are specified by the utility when selecting the device (Eto & LaCommare, 2008). 
Momentary interruptions were in the 1970s being recognized as causing new reliability problems: 
digital devices (with no backup source of power) were vulnerable to momentary disruptions (e.g. 
digital clocks started blinking); and machinery and processes controlled by programmable logic 
chips stopped operating after a momentary interruption (or a power quality event) (Eto & 
LaCommare, 2008, p. 13). 
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Reliability metrics  
Performance metrics are a way to quantitatively measure power reliability. A variety of reliability 
metrics exists. Europe has been using outage indices or performance metrics for several years.  
Rules are specified in varying degrees of detail: per system operator, region, feeder, customer, 
urban/rural or underground/aerial. Most countries in Europe include major events in their metrics. 
The regulatory philosophy is that the system should be designed to handle normally expected 
conditions in its region — high winds, ice storms, snowstorms or high temperatures. 

Reliability or performance metrics include (Galvin Electricity Initiative, 2011):  

- SAIDI — system average interruption duration index. SAIDI represents the sum of 
customer-sustained outage minutes per year divided by the total customers served; 

- SAIFI — system average interruption frequency index. SAIFI represents the number of 
customer interruptions divided by the total customers served; 

- CAIDI — customer average interruption duration index, for the group of customers that 
actually had one or more interruptions and how long (on average) the interruptions lasted. 
CAIDI represents the total number of customer interruption durations divided by the total 
number of customers interrupted; 

- CEMI-X — customers experiencing multiple interruptions; a measure of the percentage of 
customers who experienced X interruptions. For instance, CEMI-3 is the percentage of 
customers who had three or more interruptions;  

- CELID-X — customers experiencing longest interruption durations. For instance, CELID-8 
is the percentage of customers who experienced outages exceeding 8 hours ; 

- MAIFI — momentary average interruption frequency index. MAIFI represents the system-
wide average number of momentary outages per year and is the number of momentary 
customer interruptions divided by the total customers served; 

- CEMMI-X — customers experiencing multiple momentary interruptions. CEMMI-X is a 
measure of the percentage of customers who experienced X momentary interruptions; 

- CAIFI — customer average interruption frequency index. 

SAIDI and SAIFI are used to describe interruptions of a defined minimum duration. MAIFI captures 
interruptions that are shorter in duration than those recorded for SAIDI and SAIFI. Some of the 
actions used to reduce SAIFI and SAIDI may cause the number of momentary outages to increase 
(e.g. when the system is designed using automated reclosers) (Galvin Electricity Initiative, 2011).  
Taken together, those three metrics can be used to comprehensively assess reliability nationwide.  

Few utilities report MAIFI. Some experts believe that the most cost-effective way to reduce 
customer impacts from momentary interruptions (and power quality events) is to reduce the 
vulnerability of the individual electricity consuming devices or processes that are affected, rather 
than undertake measures on the utility-side of the meter to reduce the frequency of momentary 
interruptions. Furthermore, it is difficult to record momentary interruptions accurately without 
expensive monitoring equipment (Eto & LaCommare, 2008).  

Australia appears to be the only country that reports public deaths or injuries caused by power 
interruptions or interactions with the distribution system (Galvin Electricity Initiative, 2011). 
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Galvin Electricity Initiative (2011) argue that reliability metrics should include the reporting and 
trending of power quality events. A power quality event, which is not the same as an outage, 
occurs when one of the waveforms differs from a pure sinusoidal waveform or one or two phases 
of power are lost. Power quality events include voltage dips and swells; harmonic distortions; and 
phase imbalance or lost phase(s). Power quality events can last from a few cycles to a few 
seconds and can be caused by lightning strikes; falling trees; utility operations; operations from 
other customers (e.g. disturbances from starting a large motor); or loss of a phase due to a blown 
fuse (dropping one phase may not interrupt power, but it might lead to damaged motors and other 
equipment) (Galvin Electricity Initiative, 2011, p. iv).  

Reliability standards are not calculated on optimal economic levels of quality of supply (QoS), but 
on past engineering practices and rules of thumb (van der Welle & van der Zwaan, 2007, p. 6). 
Investment decisions for transmission and distribution networks are made by the Transmission 
System Operator (TSO) and Distribution System Operator (DSO). Social costs of network are the 
sum of the cost of maintenance and upgrading the network for TSOs and DSOs on the one hand; 
and the interruption costs for customers on the other hand (van der Welle & van der Zwaan, 
2007). If the network quality is too low, the marginal benefits of investments is QoS exceed the 
marginal costs. If network quality is too high, the marginal benefits of investments in quality of 
supply (QoS) are smaller than the marginal costs (van der Welle & van der Zwaan, 2007, p. 6). 

Reich et al (2013) point out the so-called “double paradox”. “In the presence of near-perfect levels of 
supply reliability and increasing electricity dependence, societies are getting more vulnerable to power 
outages as preparation for prolonged outages becomes more difficult and less of a concern” (Reich et al, 
2013, p. 257). They cite the following reasons for this paradox. The value of supply security cannot 
be elicited by market transactions. Electricity supply security is a non-market good which can only 
be purchased in combination with the physical product (electricity). End-users in the special case 
of grid-bound supply systems have no option of choosing an operator with a more adequate level 
of supply security. Operators keep postponing infrastructure investments, because 1) customers 
send hardly any signals about their valuation of energy supply security to the suppliers; and 2) the 
infrastructures maintain short- and medium-term resilience in spite of security-preserving 
investments not being made.  

Power adequacy 
The objectives of producers may deviate from the objectives as society as a whole, because of 
market failures. van der Welle & van der Zwaan (2007) recognize three (3) main kinds of market 
failure:  

- Lack of transparency. The availability of production capacity is based on prevailing peak 
demand, determined by millions of independently made decisions that can never be pre-
dicted with complete certainty. Short-term decisions related to e.g. maintenance of pro-
duction capacity and long-term decisions on capacity investments are (mostly) taken by 
decentralized market parties, who (usually) possess imperfect information; 

- Knock-on effects of supply interruptions. If demand becomes too high in proportion to 
available supply, the network frequency drops, and production capacity will be (automati-
cally) cut off from the network. This process can continue in a cascade of production ca-
pacity being cut off from the network; 
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- Free-riding of reserve capacity. Reserve capacity has public good characteristics. It is not 
possible to curtail all customers individually from using it, even when the are not paying 
for the services delivered by the reserve capacity. 

These market failures are aggravated by two characteristics of the electricity sector (van der Welle 
& van der Zwaan, 2007): 

- Electricity is not storable so production has to be quickly adaptable to meet demand 
fluctuating strongly over time; 

- Households pay a price averaged over a certain period (e.g. year), rather than a time- and 
location-dependent spot-price (due to lack of real-time billing and metering). Large firms 
are subjected to real-time metering. They may curtail their activities if the marginal cost of 
electricity exceed their marginal willingness-to-pay (WTP). But if curtailment costs and/or 
the added value of their products or services are high, their WTP could still exceed margin-
al costs of electricity and they would hence not curtail their activities. 

The consequences of production failures are higher than of network failures. Network failures 
affect all parties at the same time and in the same way. Those parties include suppliers but also all 
customers who may either assign less or more value to electricity at that point in time. 
Furthermore, networks are built with redundancy and redirection of power streams. Prices only 
change moderately.  Production failure leads to a strong increase of the price of electricity, due to 
the low price elasticity of demand. End-users may have to curtail their activities (van der Welle & 
van der Zwaan, 2007).  

3.2 Quantification and monetisation  

3.2.1 Assessments based on vulnerability indicators 

The majority of vulnerability indicator-based approaches rely on model-based scenario analysis. 
”Most studies combine a model-based scenario analysis with a set of indicators, which can help to 
operationalise and hence assess a system as complex as the energy supply chain” (Gracceva & 
Zeniewski, 2014, p. 336). Model-based scenario analysis may thus help to assess how various 
policies put forward by the EU affect energy security. 

Energy system models (e. g. the TIMES family of models) are used to generate scenarios of how 
energy systems could develop. Energy security parameters are either incorporated as a constraint 
the model has to satisfy (for instance a certain level of installed back up capacity); or some aspect 
of energy security is analysed after the model has constructed a scenario (Mansson et al, 2014). 
By using energy efficiency policy modelling results under a baseline scenario (i.e. without the 
effect of the policy) and with a policy scenario, the difference between the evolution of the energy 
security indicator in each case can be used to determine whether, and to what extent, the policy 
has increased or decreased the ‘vulnerability’ of the energy system (of a region, a country, or the 
EU) to the earlier identified energy security risks. 

IEA, Lefèvre’s (2007) scenario analysis shows that improvements in energy efficiency have 
positive impacts on both the IEA indicators, ESIvolume and ESIprice.   
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Ecofys (2009) developed a quantitative approach that can draw independently on the results of 
modelling work of the impact of climate change (and energy efficiency) policies on the energy 
system. Given the complexity of outcome-based approaches they focus on the development of 
vulnerability indicators, with the following underlying principles in mind:  

- How well do the indicators measure the impacts of a threat to the energy system? 
Outcome indicators directly quantify the welfare loss of a physical unavailability and/or 
price impact. Vulnerability indicators however are based on proxies; 

- How transparent and objective are the indicators and to what extent is expert judgment 
required? 

- Are data available at the EU and individual member state level and how robust or 
(un)certain are those data? 

- Are there particular data requirements that are even more uncertain when projected into 
the future and which do not form part of standard EU modelling assessments?    

Ecofys (2009) find that energy efficiency improvements (both end-use and transformation) in 
non-baseline scenario’s lead to a reduction in energy consumption out to 2030 compared to a 
baseline scenario, resulting in significantly improved energy security at the EU level 

Kruyt et al (2009] applied a selection of indicators in a model-based scenario analysis. The model 
used is IMAGE/TIMER, where TIMER is an energy-system model describing long-term 
developments of the energy system (van Vuuren & de Vries, 2001; Van Vuuren, 2007). The 
scenarios were used to explore different futures. The scenarios under consideration were an OECD 
baseline scenario and climate policy scenarios, including a stringent scenario implementing a 
carbon tax to reduce GHG emissions by means of energy efficiency improvements, fuel switch, 
and use of carbon capture and storage (CCS)(OECD, 2008). Their main finding is that different 
energy security indicators are likely to develop in different ways in each of these scenarios, 
emphasizing the arbitrary character of indicators. 

Böhringer and Keller (2011) find that the implementation of the EU energy efficiency target leads 
to an increase of both their energy security price index and energy security import index. 

Other examples include Criqui & Mima (2012) who use POLES, a partial equilibrium model of the 
global energy system to assess future energy demand and supply up to 2050; Turton & Barreto 
(2006) who apply ERIS, a multi-regional bottom-up optimisation model of the global energy 
system to study global trends in supply up to 2010; or Kanudia et al (2013) who analyse how 
import and transit risks develop in different scenarios up until 2040 with the aid of the energy 
system model TIMES. Their model enables analysing how changing imports impacts import risk, 
but it assumes that domestic supply is risk free. Gracceva & Zeniewski (2014) analyse the impact 
of policies on the robustness of the European energy system with the “Energy Technology 
Systems Analysis Program – TIMES Integrated Assessment Model or ETSAP-TIAM”. ETSAP-TIAM 
is multi-regional bottom-up cost-optimisation model of the global energy system that covers the 
entire energy system from the extraction of resources, to conversion of primary energy carriers, to 
the trade of all the main energy commodities and to the use of final energy carriers in end-use 
technologies across different demand sectors. 

In principle any kind of model can be used to construct scenarios.  
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Hallock et al (2004) use static scenarios of oil producing countries’ future extraction based on EUR 
(“extractable ultimate resource”) and maximum depletion rate; combined with scenarios of 
exponentially increasing domestic demand in oil producing countries, as a result of political, 
economic and demographic factors. Söderbergh et al (2010) use a similar method for Russia’s 
production and export of natural gas. Lilliestam & Ellenbeck (2011) employ a game theory model 
to estimate the bargaining power of exporters and importers in a future scenario with regional 
electricity trade. The value of the economic interdependence is calculated by comparing the 
revenue loss of the exporter with the outage cost of the importer in the event of a supply 
disruption. Erb et al (2012) utilize a multi-regional thermodynamic biophysical balance model to 
construct scenarios of bioenergy potentials.  

All assessments based on the use of scenarios and indicators necessarily give a partial and 
simplified view of energy security (IEA,2007; Gracceva & Zeniewski, 2014; Guivarch et al, 2014). 
Some of the shortcomings of using energy system models are:  

- energy security issues related to price volatility are often overlooked (Mansson et al, 
2014). Energy models with a long-term focus are unfit to investigate price volatility. Indi-
cators incorporating price volatility can only be used in models with short-run dynamics 
(Kruyt el al, 2009); 

- energy models generally do not model trade in energy carriers other than coal, oil, natural 
gas and modern biofuels (Kruyt el al, 2009).  

- short-term threats (e.g. fluctuations in production) and problems related to interregional 
trade are sometimes disguised (depending on the iteration steps and granularity) (Mans-
son et al, 2014); 

- not all models capture macro-economic feedbacks from high energy prices (Mansson et al, 
2014). 

When resource availability (or scarcity) is used as a vulnerability indicator, researchers make 
assumptions on how much energy can be produced or extracted during of defined period of time 
taking into account geological depletion rates, assumed maximum conversion efficiency, laws of 
thermodynamics, etc. However, they seldom study feedbacks between scarcity, prices, and 
technological progress (Mansson et al, 2014). 

3.2.2 Assessments based on outcome indicators 

Models trying to quantify welfare loss of a physical unavailability and/or price impact are 
invariably based on top-down economic models.  

Forecasts, based on historical data on price movements, determine the probability of a price shock 
occurring. The resulting loss of wealth of a price shock is estimated using a macroeconomic model 
that considers factors such as elasticity of demand. Examples include Greene (2010); Hedenus et 
al (2010) and Markandya & Pemberton (2010).  

An “adequate” level of security should be based on a balance between costs and benefits of 
reducing insecurity (DBERR, 2007).  

A “willingness to pay function” represents what percentage of GDP a country is willing to spend in 
order to lower the ES risks. The willingness is higher for 1) high import quotas; 2) high shares of oil 
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and gas in TPES and 3) high energy intensity. The advantage is that energy security is expressed in 
monetary terms (Kruyt el al, 2009).  

Figure 4: Balance between costs and benefits of reducing energy insecurity 

 
Source: Francesco Gracceva (JRC, European Commission), Modelling energy security? A framework, PowerPoint presentation.  

Bollen (2008) implemented a “willingness to pay function” in the MERGE model. The MERGE 
model assumes competitive markets, where price changes are a consequence of supply and 
demand. It cannot assess the impact of uncompetitive or highly volatile prices. Hence, MERGE 
only considers welfare impacts from physical unavailability of energy (Ecofys, 2009).   

3.2.3 Monetization of power reliability 

The grid provides power to a wide variety of critical applications, including life-support systems in 
residences (in-home care), life-saving services in hospitals, heating and cooling, communications 
infrastructure, transportation infrastructure (e.g. traffic lights), processes in water treatment 
plants, process industries, etc. (Galvin Electricity Initiative, 2011, p. 2). The impact of a power 
interruption can thus be considerable. There are the inconveniences experienced by consumers 
during prolonged periods without electricity service, e.g. the contents of a household’s refrigerator 
may defrost and spoil; households may not be able to watch the football final on television; etc. 
Businesses (from office buildings to shopping malls to hotels to fast-food establishments) may 
have to shut down; and industrial companies may lose the output of entire production lines. Most 
of these losses are not recoverable (Baarsma & Hop, 2009, p. 1380). Hidden costs may also 
include dispatching police and fire personnel, evacuating and securing senior citizens, … Finally, 
downed live power lines present a significant safety hazard to anyone who comes in contact with 
them (Galvin Electricity Initiative, 2011, p. 2). 
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Figure 5: Hidden costs of poor power reliability 

 
Source: Joseph M. Juran Center for Quality at the University of Minnesota Carlson School of Management.  

Reich et al (2013) identify three categories of outage costs:  

- Direct outage costs: The immediate consequences of a power cut (e.g. repair costs for 
defective electrical infrastructure facilities) are usually limited and can be quantified with 
high precision; 

- Indirect outage costs. The cost of production curtailment, expenditures on idle staff and 
other opportunity costs to non-household consumers such as lost value-added (VA) make 
up a significant proportion of the total outage costs;  

- Macroeconomic consequences of a perceived long-term change in the level of electricity 
supply. These include the influence of the level of electricity supply security on the choice 
of business locations; the potential rise of production costs due to the increased need for 
backup-systems; or customer churn due to unreliability regarding delivery deadlines 

Utilities do not continuously track the impacts of outages, including tracking recovery and repair 
costs separate from operations and maintenance (O&M) costs; tracking economic losses to 
households and businesses when power goes out; and injuries and deaths. But “Without knowing 
precisely the cost of interruptions, utilities cannot justify investments needed to reduce 
interruptions and their associated costs” (Galvin Electricity Initiative, 2011, p. 5).  

There are a number of approaches to assess electricity supply security in monetary terms. 

Reich et al (2013) calculate seven (7) indicators for the economic impacts of power outages on 
household and non-household consumers: 1) the number of severely/very severely affected units 
(in 1000 entities). The unit under consideration is the individual non-household consumer, or the 
individual household; 2) the number of persons in severely / very severely affected units (in 1000 
entities). For households the number of persons in the households affected is used, for firms the 
number of employees is given ; 3) the electricity not supplied (in GWh); 4) total loss (in million 
EUR); 5) value of lost load (in EUR/kWh); 6) loss per hour of outage (in million EUR); and 7) loss per 
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person affected and hour of outage (in EUR) The loss is expressed for employees in firms and 
members of household.  

One of the most commonly used indicators is “value of lost load” or VoLL. Some examples of 
studies employing VoLL are Bliem (2005); de Nooij et al (2007); Praktiknjo et al (2011), Leahy and 
Tol (2011); Linares and Rey (2012).  

VoLL is a monetary expression for the costs associated with inter- or disruptions of electricity 
supply, as a result of production, transmission or distribution failures. VoLL is usually expressed in 
terms of the estimated total damage caused by not delivered electricity divided by the amount of 
electricity not delivered (in EUR/kWh) (van der Welle & van der Zwaan, 2007).  

VoLL – in an efficient market – should be equal to the wholesale peak price of electricity (Leahy & 
Tol 2011). VoLL cannot be determined or observed directly from market behaviour, because no 
market exists in which supply interruptions are traded (van der Welle & van der Zwaan, 2007, p. 
8). There is no market that reveals preferences for outages, because there is only one kind of 
contract (instead of a choice from contracts with varying levels of reliability (Baarsma & Hop, 
2009). Leahy & Tol (2011) more narrowly define VoLL as the average willingness-to-pay of 
electricity consumers to avoid an additional period without power. As end-users cannot express 
their willingness to pay on the market, the value of lost load has to be inferred (Leahy & Tol, 2011, 
p. 1514). 

A number of factors determine the VoLL (van der Welle & van der Zwaan, 2007; Baarsma & Hop, 
2009; Leahy & Tol, 2011):  

- Differences between sectors. Households, services, and industry face different electricity 
costs and differ in their dependency on electricity; 

- Differences in perceived reliability level. The higher the expected reliability level -  the 
fewer precautionary measures (such as the purchase of power backup facilities) custom-
ers take – the higher the costs of a single interruption. The reliability level is strongly influ-
enced by the incidence of interruptions in the past. The more structural interruptions took 
place formerly, the lower the perceived reliability level. This factor is related to differences 
in frequency of outages (e.g. once a week to once every 20 years); 

- Differences in time of occurrence. Interruption costs may vary significantly with the 
season of the year, the day of the week, and even time of the day at which the disturbance 
occurs; 

- Differences in duration. Duration and costs may be either linearly proportional; or marginal 
costs may be decreasing (i.e. the longer the duration the smaller the additional increase in 
interruption costs); 

- Differences in notification (warning in advance). Consumers may take preventive action or 
reschedule their original planning  given advance notice about the occurrence and duration 
of an interruption, lowering the consequences of an interruption. 

VoLL can consequently imply a range of values dependent on the relative importance of these 
factors (van der Welle & van der Zwaan, 2007). 

There are four (4) method to determine VoLL: 

- Revealed preferences (e.g. by market behaviour observations); 
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- Stated preferences (e.g. through surveys or interviews); 
- Proxy methods (including the production function approach); 
- Case studies (such as analyses of black-outs). 

Revealed preferences 
The revealed preferences method uses observable data revealed in real-world choices, and 
comprises two approaches: 

- The financial means dedicated (by customers) to the prevention of supply interruptions is 
used as an indicator for the expected costs of the interruptions. End-users have two pos-
sibilities to reduce the effects of power supply interruption: either invest in back-up power 
(the expected gain from a marginal unit of electricity in kWh self-generated by back-up 
power has to be equal at least to the expected loss of a marginal unit of electricity not 
supplied): or participate in interruptible contracts (insurance purchases); 

- The  power load data used to construct electricity demand curves are used to calculate the 
consumer surplus loss, which in turn is used to estimate the interruption costs. The de-
mand curve reflects the customer’s willingness-to-pay (WTP) for electricity services. 
When willingness-to-pay is high, i.e. when price elasticity of demand is low, a minor part 
of customer demand is shifted to another moment, and consumer surplus loss is relatively 
large (van der Welle & van der Zwaan, 2007, p. 9) 

The revealed preferences method has the advantage that it uses information derived from actual 
customer behaviour. van der Welle & van der Zwaan (2007) identify the following disadvantages:  

- Backup-units & interruptible contracts are only used to a limited extent in developed 
countries. For hospitals cost of interruptions are more than the value of backup units. Only 
large firms use back-up power. Reich et al (2013) add that quantifying the costs of back-
up generation and interruptible contracts only monitors individual cost factors;   

- The willingness-to-pay (demand curve) approach applies to planned electricity consump-
tion, not unplanned interruptions. The method assumes that expensive power plants 
should be stopped first and only subsequently the cheaper ones (such ranking is not ob-
served in reality). Demand curves for electricity are not easy to derive (as electricity prices 
do not change frequently). 

Stated preferences 
There are two (2) stated preferences methods.  

- Contingent Valuation Method (CVM). Consumers either have to indicate in a direct way 
how much money they are ready to pay for more reliability (their explicit willingness-to-
pay or WTP); or how much money they want to receive in order to accept lower reliability 
of supply (their explicit willingness-to-accept or WTA); 

- Conjoint analysis. Consumers are asked to rank and/or rate a number of different scenari-
os with varying assumptions on the “attributes” of the commodity (electricity), thus 
providing in an indirect way a ranking between varying combinations of electricity prices 
and availability. At least one of the described situations has to contain a monetary value, 
like the reduction in the electricity bill that accompanies the outage. The inclusion of a 
monetary value as one of the attributes, enables the derivation of implicit prices for each 
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of the other attributes. A regression of the rating of scenarios is made, in relation to the 
features of the interruptions (e.g. in terms of their frequency, duration, time of occurrence, 
and advanced notification). A utility function is derived from the resulting regression (van 
der Welle & van der Zwaan, 2007, p. 9). “Conjoint analysis does not directly ask for willingness 
to pay, but requires that respondents rank possible outcomes from most preferred to least pre-
ferred, while several attributes of the good are varied. This results in a relative value, in the 
sense that the expressed value depends upon the other alternatives that have to be ranked” 
(Baarsma & Hop, 2009, p. 1380). 

Studies based on surveys to investigate the willingness to pay for the avoidance of an interruption 
among different groups of customers are for instance Balducci  et al (2002); LaCommare and Eto 
(2006); or Beenstock  et al  (1998). 

Baarsma & Hop (2009) use conjoint analysis. They first construct “vignettes”, cards describing 
fictitious but not unrealistic situations. This entails the determination of the various attributes of 
the good under valuation. These attributes are supposed to be variables in the utility function of 
the respondents. Their first set of vignettes assume one power outage per year; the second set 
assume a fixed two hour outage. The price variable of all vignettes is expressed as a discount or 
mark-up percentage on the respondent’s monthly electricity bill. Respondents are asked to rate 
each vignette with a number between 1 (very bad) and 10 (very good). They then regress the 
(transformed) rating marks on a range of independent variables (among which socio-economic 
variables and attributes of the vignettes). The regressions are interpreted as a first order 
approximation of the customer’s indirect utility function.  

van der Welle & van der Zwaan (2007) identify the following disadvantages. Setting up carefully 
formulated questionnaires can be tough, time-consuming, and expensive. Furthermore, 
consumers often respond strategically (they know their answers may be used by policy makers). 
Strategic behaviour applies less to “conjoint analysis”, because monetary values are determined 
indirectly rather than directly. Specifically for contingency valuation methods (CVM), end-users in 
developed countries have little experience with power supply interruptions. Growitsch et al (2013) 
also concede that customers may not state their true willingness to pay. As for conjoint analysis, 
Baarsma & Hop (2009) cite the following criticisms: the results of conjoint analysis may be 
contrary to for example choice experiments; the results are said to be inconsistent with welfare 
theory; and the assumption of cardinality of the rating scale and the comparability of consumer 
rates are not considered plausible. 

Proxy methods 
Proxy methods estimate interruption costs indirectly, through explicit quantification of variables 
that are closely related to the direct costs induced by power supply interruptions. Variables include 
 cost of lost production; costs resulting from e.g. overtime work; costs associated with the 
restarting of machinery or the generation of materials waste (typically for firms); costs as a result 
of lost leisure time (the market value of free time can be approximated by the wage rate); spoiled 
goods; stress (notably for households); short-term costs of emergencies like riots and looting; and 
long-term cost of production reallocation. The estimates of these variables for different 
production sectors and consumer groups can be aggregated to a macro-economic total (van der 
Welle & van der Zwaan, 2007, p. 10).  
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Growitsch et al (2013) for example interpret electricity as an input factor for both private 
households and firms. The economic costs of electricity outages are derived from the loss in 
output generated by these two groups. To calculate the costs of outages, they first estimate the 
VoLL, defined as the loss in output resulting from not supplying one unit of electricity and 
measured in Euro per kilowatt hour (EUR/kWh). They subsequently multiply the VoLL with hourly 
regional and/or sectoral demand (in GW) to obtain the costs of power interruption for any hour of 
the year.  

Leahy & Tol (2011) adopt the production function approach. Their production function approach 
relates electricity use to firm output, or in the case of households, to the value of time spent on 
nonpaid work. 

Growitsch et al (2013) cite a number of advantages. Proxy methods require few and easily 
obtainable or publicly available data; and are based on an objective measure. They represent a 
more feasible approach than studies based on historical outages in which the results are rather 
case-specific and hence suffer from a lack of generalization.  

Proxy methods suffer from a number of drawbacks.  

- Defining the relation between proxy and interruption costs can be complex and time 
consuming (van der Welle & van der Zwaan, 2007, p. 12); 

- The wage rate only constitutes a rough estimate of the value of free time. Households can 
carry out other work-related activities during the interruption time. Also, proxy methods 
do not account for fluctuations in the value of free time. Additionally, proxy methods do 
not (always) include the fact that all households do not consume their free time simulta-
neously (van der Welle & van der Zwaan, 2007, p. 12); 

- Firms do not necessarily loose all production during interruption time. Proxy methods do 
not account for restart costs and damages to equipment (van der Welle & van der Zwaan, 
2007, p. 12) ) Indeed, the proxy approach only captures losses in output while disregarding 
instantaneous damages caused by the supply interruption (Growitsch et al, 2013);   

- Proxy methods assume that the causal relationship between outage duration and total 
interruption costs is linear. But interruption costs (often) diminish over time in relative 
terms (i.e. marginal costs decrease with the duration of the interruption) (van der Welle & 
van der Zwaan, 2007, p. 12).  The implied assumption of linearity among electricity input 
and generated output implies that the relation between outage duration and interruption 
costs is likewise characterized by linearity. Hence any adjustment of electricity customers 
to outages is neglected. For that reason the proxy method is mainly suited for the as-
sessment of economic costs resulting from short-term power interruptions (Growitsch et 
al, 2013).   

Leahy and Tol (2011) acknowledge that basing their estimates on production functions requires 
additional assumptions such as rationality of economic agents and divisibility of goods and 
services. Furthermore, production functions are typically estimated for a year as a whole, and may 
not be appropriate for an assessment of the impact of an event such as electricity interruptions 
for a few hours.  
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Case studies 
Case studies involve the gathering of a wide variety of data and facts immediately after a large-
scale power disturbance. With these data the costs of both production and network interruptions 
can be quantified, directly or indirectly; and other issues can be dealt with, quantitatively or 
qualitatively (for instance, “to what extent is a nation prepared to undergo large power 
disturbances from a societal point of view”) (van der Welle & van der Zwaan, 2007, p. 10).  

Studies that draw upon historical blackouts to infer outage costs from available data are for 
instance Corwin and Miles (1978) or Serra and Fierro (1997).   

The advantages of case studies are that information is derived from actual customer behaviour 
(often with high accuracy); and detailed information is obtained about the different factors that 
influence the costs of supply interruptions. The disadvantages are that they are more costly than 
proxy studies and revealed preference studies. Case studies cannot be planned before an 
interruption actually occurs. And naturally, a single case study can never be fully representative for 
interruptions and their consequences in general (van der Welle & van der Zwaan, 2007, p. 13). 
Leahy & Tol (2011) notice that the underlying assumption of case studies is that the past and the 
future are similar.  

3.2.4 Selected results of VoLLs 

Several studies have estimated VoLL’s for different EU member states (see Table 1). 

Table 1: VoLL’s (in EUR/kWh) of selected EU member states 

Author Country National average Residential Industry 
Bliem (2005) Austria 8.60 EUR/kWh .. .. 
De Nooij et al (2007) The Netherlands 8.56 EUR/kWh .. .. 
Leahy & Tol (2011) Republic of Ireland 12.9 EUR/kWh 24.6 EUR/kWh 4 EUR/kWh 
 Northern Ireland .. 18 EUR/kWh 4 EUR/kWh 
Praktiknjo et al (2011) Germany .. 15.70 EUR/kWh .. 
Linares & Rey (2012) Spain 6.35 EUR/kWh .. .. 
     

Bliem (2005) investigated VoLL’s for Austria, accounting for demographic and economic structures 
of various regions. On national average, the VoLL amounts to 8.60 EUR/kWh. de Nooij et al (2007) 
analysed the VoLL’s in the Netherlands, accounting for day of the week effects. On national 
average, the economic cost of one kWh electricity not supplied is estimated to be 8.56 EUR. 
Praktiknjo et al (2011) estimated VoLL’s within Germany, but only for the residential sector. They 
used numerical simulation accounting for uncertainty regarding consumer preferences, marginal 
wages and time use. The result is a right-skewed distribution of residential VoLL estimates, with 
an average value of 15.70 EUR/kWh. However, they neglect outage costs on a disaggregated 
sectoral level as well as the combined effect of regional and sectoral effects. Linares & Rey (2012) 
explored VoLLs in Spain, while considering regional and sectoral heterogeneity of power 
interruption costs. The average VoLL for Spain is 6.35 EUR/kWh. 

Reichl et al (2013) calculate the average value of lost load for Austrian households and non-
household consumers in the case of a power cut of 1 h on a summer workday morning to be 17.1 
€ per kWh of electricity not supplied. Growitsch et al (2013) estimate the average of total national 
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outage costs in Germany at approximately 430 Mio EUR per hour; peaking on midday of a Monday 
in December at 750 Mio EUR per hour. 

4 Methodological challenges  

4.1 Lifecycle approach 

We are not aware of any studies that apply Life Cycle Analysis (LCA) results to energy system 
modelling in the context of energy security assessment. A limited number of studies have used 
the results of LCA to derive external costs and include them in the objective function of bottom-up 
(engineering-optimisation) energy system models. This would influence the scenario results in 
terms of the future mix of electricty generation technologies. It is not entirely clear to what extent 
that might lead to different conclusions in terms of energy security.  

4.2 Additionality and baseline issues 

Model-based scenario analysis compares the evolution of energy security (as represented by 
vulnerability indicators) between a baseline scenario and a policy scenario, to determine whether, 
and to what extent, (energy efficiency) policies have had any effect on decreasing (or increasing) 
the vulnerability of the (EU) energy system. Most energy security assessments rely on existing 
scenario studies, which may or may not have explicitly taken baseline setting and additionality 
issues into account. 

In the case of load management, demand response (DR) or demand side flexibility (DSF), the 
determination of the baseline (the level of consumption that would have existed without DR or 
DSF) is very important. There is a potential structural conflict between energy efficiency and 
demand response. If end-users are paid on the basis of the amount of load they can reduce when 
called upon, measured from a business-as-usual “baseline,” there can be a disincentive to take 
permanent energy efficiency actions that might lower the baseline (York & Kushler, 2005).  

4.3 Distributional aspects and context dependencies 

It is a common observation that energy security means different things in different situations and 
to different people (Cherp & Jewell, 2014 p. 416). One’s perceptions of future developments of the 
world may play a decisive role in determining which dimensions of energy security receive the 
most attention. The concept of energy security is thus very context dependent. 

- Trends and relative levels of vulnerabilities of the energy system under different scenarios 
and for different indicators can look very different at the individual EU member state level; 
at the country group level (where their infrastructure is more integrated); or at the EU level 
(Ecofys, 2009). Energy systems vary from one place to another, giving rise to different 
energy security problems (Cherp & Jewell, 2014);  

- Different dimensions of energy security can move in very different directions (Kruyt el al, 
2009);  

- Increasing multilateralism, market trust and cooperation in the international system 
reduces the focus on geopolitical elements (“accessibility”); whereas increasing competi-
tion between regions increase it (Kruyt el al, 2009);  
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- Worldviews emphasizing the need for low energy costs as a condition for economic 
growth coincide with less concern for environmental elements (“acceptability”) and re-
source scarcity (“availability”). Views focusing on environmental elements concur with less 
concern for low energy costs (“affordability”) (Kruyt el al, 2009);  

- Most indicators only capture a particular dimension of energy security, indicating a relative 
position or direction of change. Most energy security indicators are therefore only useful in 
a certain context. For instance, import dependence indicators are useful in a more region-
alised world, where trade barriers and a paradigm of competition prevail. They are less 
useful if global energy markets function optimally. This point is even more important for all 
indicators that include some form of subjective weighting (Kruyt et al, 2009);  

- The term “energy security is sometimes extended to other energy policy issues, ranging 
from energy poverty to climate change, by those who seek to increase the priority of other 
policy agendas by calling them a matter of “(energy) security” (Cherp & Jewell, 2014).  

“[…] the concepts of vital energy systems, vulnerabilities, risks and resilience have different meanings in 
different contexts and for different actors. In particular, they reflect not only objectiveproperties of 
energy stocks, flows, infrastructure, markets and prices, but also political constructs rooted in 
institutional interests, memories and distinct perspectives on the future” (Cherp & Jewell, 2014, p. 
420).  

4.4 Interrelations of multiple benefits 

The relationship between energy security, and more in particular increases and volatility of crude 
oil market prices on the one hand; and gross domestic product (GDP) growth on the other hand, 
has been an ongoing topic of research since the 1980s. Price volatility is usually regarded as being 
less significant in terms of macroeconomic consequences than sustained price rises (Arnold & 
Hunt, 2009, p. 3). Empirical research suggests that (at least in oil importing nations) oil price 
increases dull macroeconomic growth by increasing inflation and unemployment and depressing 
the value of financial and other assets (Awerbuch & Sauter, 2003). For instance, the international 
oil supply disruptions played a role in the recessions of the 1970s in the United States. However, 
the exact magnitude of that role remains uncertain. Bohi (1991) studied the microeconomic links 
between energy price shocks and economic performance, and concluded that energy prices 
apparently had little to do with the 1970s’recessions. Also, not every oil price shock has led to 
economic slowdown (see e.g. a survey by Kilian, 2008). Most evidence tends to be gathered from 
short-run national or cross-sectional studies (van de Ven & Fouqet, 2014). Hence, the link 
between oil price shocks and GDP slowdown continues to be controversial (see e.g. Hooker,1996). 

An increase in energy security, for example through improved energy efficiency in supply and 
demand and through demand response or demand side flexibility, would enhance the resilience of 
the energy system to unexpected energy price hikes of foreign origin. Increased energy security 
may therefore decrease the dampening effect of price shocks on macroeconomic growth.  

The impact of supply disruptions and/or energy price increases is simulated with the use of 
general equilibrium macroeconomic models. Hunt and Markandya (2004) and Arnold & Hunt 
(2009) review some of the results of such models in terms of the EU-wide macroeconomic costs 
of energy price rises. We also refer to chapter 3.2.2 Assessments based on outcome indicators.   
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